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Methodology for Alerting-System Performance Evaluation

James K. Kuchar*
Massachusetts Institute of Technology, Cambridge, Massachusetts 02139

A probabilistic-analysis methodology is described that provides quantitative measures of alerting-system per-
formance, including the probabilities of a false alarm and missed detection. As part of the approach, the alerting
decision is recast as a signal-detection problem, and system operating-characteristic curves are introduced to de-
scribe the tradeoffs between alerting-threshold placement and system performance. The methodology fills the need
for a means to determine appropriate alerting thresholds and to quantify the potential benefits that are possible
through changes in the design of the system. Because the methodology is developed in a generalized manner, it
can be used in a variety of vehicle, transportation-system, and process-control applications. The methodology is
demonstrated through an example application to the Traffic Alert and Collision Avoidance System (TCAS). Recent
changes in TCAS alerting thresholds are shown to reduce the probability of a false alarm in situations known to
produce frequent nuisance alerts in actual operations.

Nomenclature
A, N, T = probabilistic-state trajectories
E = event of encountering a hazard
fx (x) = probability density function for the random variable x
h = estimated relative altitude
h = estimated relative-altitude rate
/ = incident event
^maif - probability of alerting-system malfunction
P(x) = probability of event ;c
PT(X) = probability of event x evaluated along trajectory T
r = estimated relative range
r = estimated relative-range rate
S = set of hazard situations
s = hazard situation
x = true state vector
x = estimated state vector
^thresh = alerting-threshold location
Z = exclusion zone
£ = set of hazard extents
a - specific hazard extent, standard deviation
r = specific trajectory

Introduction

A LERTING-SYSTEM performance (e.g., accident and false-
alarm rates) depends on a number of parameters, including

sensor accuracy, alerting logic and thresholds, and the human re-
sponse to an alert. These parameters can interact in complex ways,
and it is not always clear at what point changes in design should be
made to improve performance or where alerting thresholds should
be placed. Because of this complexity, a generalized means of mod-
eling and evaluating alerting systems has been lacking, and alerting-
system design has traditionally followed an inefficient, evolutionary
process. Typical analyses of alerting systems have used Monte Carlo
methods to estimate performance under specific system designs.1""3

Although successful for validating specific system configurations,
current methods often do not provide a clear view of the complex
design tradeoffs.

This paper presents a methodology for alerting-system evalua-
tion based on a generalized, probabilistic approach and provides a
means for examining the tradeoffs between system parameters and
performance. With this methodology, alerting-system design efforts
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can be focused on those parameters having the greatest potential to
improve performance.

Before the details of the methodology are described, it is nec-
essary to consider a fundamental issue in alerting-system design:
As the alerting system operates, it makes a discrete decision either
to remain silent or to issue an alert to warn the human operator
of a potential hazard to safety. Typically, this decision is based on
whether certain state estimates exceed critical values that define an
alerting threshold. Because of errors in measurements or limitations
in design, however, faulty alerting decisions can occasionally occur.
In particular, a system may fail to alert when necessary (which is
termed a missed detection), or may issue an alert when one is not
needed (which is termed a false alarm). Although both types of
error are undesirable, they generally cannot be eliminated simulta-
neously. Rather, some compromise between false alarms and missed
detections is typically made through the placement of the alerting
threshold. For example, a conservative threshold results in early
alerts, reducing the probability of missed detection but increasing
the probability of false alarm. If the threshold is adjusted to compen-
sate through a delay in the alert signal until more information about
the hazard is available, the false-alarm rate will decrease, but the
missed-detection rate will increase. Under current design methods,
however, this tradeoff is difficult to visualize, and the threshold is of-
ten placed by means of an incremental process based on experience
with the system in operation.

The methodology discussed here provides a set of generalized
tools to predict system performance and to determine where alert-
ing thresholds should be placed. The approach begins with a recast-
ing of the alerting decision as a signal-detection problem, which
allows methods from signal-detection theory (SDT) to be applied
to the evaluation of system performance. Following a discussion of
the mathematics behind the methodology, an example application
is provided in which a recent change to a current aircraft alerting
system is evaluated.

Analysis Methodology
The alerting decision, in which a binary decision is made on the

basis of uncertain data, is analogous to SDT problems in which a
threshold is used to decide whether a known signal is present in
the background noise.4"6 In particular, the alerting problem can be
thought of as one in which a decision to alert is analogous to the
SDT decision corresponding to signal plus noise, and the decision
not to alert is analogous to a noise-only decision in SDT.

In SDT, a false alarm occurs when the decision signal plus noise is
made when in fact only noise is present. For the alerting decision, the
analogous false alarm is a case in which the decision to alert is made
when the alert is not needed. An alert is considered to be needed
when an undesirable incident is projected to occur. In general, alerts
will be false alarms with some probability P(FA).
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Fig. 1 Example of a SOC curve: P(CD) plotted against P(FA).

Similarly, a missed detection in SDT is a case in which the noise-
only decision is made when in fact the signal is present. For alerting
systems, the analogous probability of a missed detection P(MD) is
the probability that the system fails to protect against an incident.
Under this definition, missed detections occur when the system com-
pletely fails to alert or when an alert is issued but is too late to prevent
an incident. Finally, the probability of a correct detection P(CD) is
the probability that an incident is avoided given that an alert has
been issued. Note that, with these definitions, it is possible that a
given alert could be classified as both a correct detection and a false
alarm. In such a case, the alert is not necessary to prevent an incident
(thus the false alarm) but an incident is still avoided (thus the CD).

P(FA), P(MD), and P(CD) are functions of the uncertainties in
the state estimates and in the location of the threshold. This relation
can be examined by the use of an additional connection with SDT.
Curves of the system-operating characteristics (SOCs) are plots of
the P(CD) vs the P(FA) and are analogs of curves of the receiver
operating characteristics used in SDT Figure 1 shows an example
of SOC curve for a hypothetical alerting system. Each choice of an
alerting threshold maps onto a single point along the SOC curve.
In Fig. 1, two example alerting-threshold locations are shown. If
the threshold is placed at location 1, alerts are issued relatively
early, resulting in frequent false alarms but also permitting enough
time and space to avoid actual hazards successfully, with a high
probability. As the threshold is moved to location 2, the alert is
delayed, reducing false alarms but also decreasing the ability of the
alerting system to provide enough time to avoid hazards.

The ideal operating point is shown in the upper-left corner of Fig. 1
and represents a system that always produces correct detections and
does not issue false alarms. Because of uncertainties in measure-
ments, the SOC curve generally does not pass through this point,
and ideal performance is not obtainable. However, two methods are
available through which system performance can be modified. First,
improvements in sensors, displays, and training will shift the SOC
curve toward the ideal operating point. Second, given a system con-
figuration that defines the SOC curve, the threshold can be adjusted
along that curve to compromise between the costs of false alarms
and missed detections.

The SOC curve in alerting-system design is a novel application
of SDT for use in analysis and is the foundation of the method-
ology presented here. Several steps are required to generate SOC
curves. First, a model of the hazard-encounter situation must be de-
veloped through appropriate dynamical equations. These equations
specify constraints such as the vehicle's maneuverability or changes
in the severity and extent of the hazard over time. Probability den-
sity functions (PDFs) describing the uncertainties in the parameters
that define the situation are also needed. For example, measure-
ment uncertainties, the operator's response-time delay, and the ag-
gressiveness of an avoidance maneuver can each be described with
appropriate PDFs. The dynamic equations and PDFs are then used
to determine performance metrics, such as the P(FA) and P(CD),
that are used to generate SOC curves. Finally, given a SOC curve

Uncertainty in
Current State Estimate

Fig. 2 Example of a probabilistic state estimate x and a projected tra-
jectory T.

(or a set of SOC curves for different system configurations), the ap-
propriate alerting threshold can be placed on the basis of the relative
costs associated with false alarms and missed detections.

The PDFs describing the various parameters that affect the situ-
ation can be difficult to determine. Hardware specifications such as
sensor errors can be used to build PDFs describing the uncertain-
ties in the current state estimates. Statistical studies of the situation
(from actual events and from simulations) can provide the data re-
quired to build PDFs describing the human operator's behavior that
affect the outcome of an alert. However, even if the PDFs cannot be
estimated accurately, the methodology can be used to examine the
sensitivity of the system to different probability distributions.

Hazard Situation
To develop the SOC curve, it is first necessary to model the dy-

namics of a hazard situation. The methodology uses a state-space
approach and places the observable states relating to the vehicle and
the hazard in a vector x. Figure 2 depicts an example state estimate
x that includes some uncertainty. An error ellipse is shown that de-
scribes the region in the state-space region in which Jt, with some
probability, truly lies. The hazard space denoting a region where
an incident can occur is also shown. The definition of an incident
(and therefore the definition of the hazard space) can be tailored to
meet the particular problem under study. For example, an incident
could be defined as the collision of two aircraft or, alternatively, as
a near-miss event, when aircraft are less than 500 ft apart.

On the basis of the value of jc, the alerting system must determine
whether an alert is warranted. The need for an alert, however, de-
pends on the trajectory that will be followed in the future. In Fig. 2,
a set of potential future state trajectories T is also shown. T is prob-
abilistic and depends on uncertainties in Jc, future control inputs,
and knowledge of the system dynamics. The shaded area shown in
Fig. 2 denotes the region where the true trajectory will, with some
probability, be located.

With T defined and given a particular state estimate x, there exists
some probability that an incident will occur in the future, denoted
by PT(I \x). This notation explicitly shows that the probability is
evaluated by the use of the probabilistic trajectory T and that it is a
function of x.

Whether an alert is needed at the time shown in Fig. 2 depends
on the value of PT(I \ x). In general, the larger the probability that
an incident will occur, the greater the need for an alert. An alert that
is issued when PT(I \ x) is small may be considered a false alarm if
the human operator is aware of the hazard or would have avoided
the hazard without the alert. However, if the alert is delayed until
PT(I | jc) is large, there may not be enough time or space in which
to perform an avoidance maneuver and an incident may occur even
if an alert is issued.

To determine whether an alert is warranted in a given situation, it
is necessary to examine the hypothetical outcomes of the alert and
do-not-alert decisions. Consider now the possible future state trajec-
tories that will occur on the basis of a given alerting decision. If no
alert is issued, the state continues along the projected nominal trajec-
tory N. In response to an alert, there is a discrete change in the actions
of the operator, and the state follows an avoidance trajectory A that
may avoid an incident. Both N and A are, in general, probabilistic,
just as T was in the above discussion. In particular, A may include
some probability that no action is taken in response to the alert.
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Following the notation used earlier, one can see that the probabil-
ity that an incident will occur when evaluated at a particular value
of x and with the assumption that the nominal trajectory is followed
is denoted by PN(I |Jc). Similarly, PA(I |Jc) is the probability that
an incident will occur along the avoidance trajectory (i.e., that the
avoidance maneuver fails to avoid the hazard). Note that the avoid-
ance trajectory may also result in incidents with other hazards that
would not have been encountered had no alert been issued. It is
therefore possible to examine both the positive and negative effects
of an alert with this method.

Performance Metrics and SOC Curves
Consider now the performance of the alerting system at the instant

that an alert is generated, that is, when x = Jcthresh, where Jcthresh
defines the alerting threshold. Because an alert is issued, trajectory
A will be followed, and PA (I \ x = Jcthresh) represents the probability
that an incident will still occur in the future when the threshold is
crossed. Even though trajectory N will not be followed because the
alert has been issued, PN(I \x = Jcthresh) is useful to consider as
a representation of the hypothetical probability of an incident had
there been no alert.

The difference in probability values between PN(I \x = Jcthresh)
and PA (I \ x = JCthresh) when an alert is issued represents the effective
system benefit. The system benefit is the decrease in the probability
of an incident that is generated because an alert is issued.

Another measure of system performance is the safety ratio, which
is the ratio between the probability that an incident would occur with
the alerting system in operation to the probability that an incident
would occur if the system was not in operation, evaluated at the
threshold:

safety ratio =
PN(! \* = ̂ thresh)

(1)

A safety ratio of 0 indicates a system that provides perfect pro-
tection against incidents. A safety ratio of 1 indicates a system that
is of no additional benefit in protecting against hazards. Safety ra-
tios above 1 are possible and indicate alerting systems that actually
increase the probability of an incident. For example, an escape ma-
neuver could help avoid one hazard but increase the probability of
encountering a second.

Let us return to the connection between the alerting decision
and SDT that was introduced above, as it is now possible to define
P(FA) and P(CD). Whether the placement of the alerting threshold
at JCthresh is appropriate can then be measured in terms of P(FA) and
P(CD). Recall that a false alarm is an event for which the alert is
not needed. Therefore, P(FA) corresponds to the probability that an
incident will not occur along N:

(2)

P(MD) is given by the probability that an incident occurs along
the avoidance trajectory (i.e., the alerting threshold fails to protect
against an incident, implying that the opportunity to alert at an earlier
time was missed):

(3)

Note that in general there may be some probability that, even
though Jc = Jcthresh, an alert is not issued. Such a situation could
arise, for example, if the alerting system malfunctions or is turned
off with some probability Pmaif. In this case, Eq. (3) must be modified
to include incidents that occur as a result of system malfunction:

P(MD) - (1 - Pmalf)PA(/ \x =

I * = JCthrcsh) (4)

For simplicity in the remainder of this paper, Pmalf is assumed to be
negligible and Eq. (3) is used.

P(CD) is the probability that an incident does not occur along
trajectory A (i.e., the alert leads to the successful escape from the
hazard) and is directly related to P(MD):

Potential Threshold Locations
x thresh

P(CD) = l- = *thresh) = 1 - P(MD) (5)

Fig. 3 Alerting threshold location Jcthresh> against the probability that
an incident will occur. Also shown are the P(FA) and P(MD).

Note that P(FA), P(MD), and P(CD) are implicit functions of £thresh
and the assumed nominal and avoidance trajectories N and A. Also,
P(FA), P(MD), and P(CD) are measures of performance when an
alert is issued and indicate only how appropriate a given choice of
^thresh is. P(FA), for example, is not the probability that a false alarm
will occur in the future given some operating condition, but rather
the probability that, when an alert occurs, it is a false alarm. For
determining the overall probability that a false alarm will occur,
additional steps are required and are outlined below.

Figure 3 shows an example plot of PN(I \x = Jcthresh) and
PA(I | Jc = Jcthresh) as functions of the alerting threshold Jcthresh f°r

the same system shown by the SOC curve in Fig. 1 . If the alerting
threshold is placed at location 1, alerts are issued when the value
of Jc is relatively low. At this threshold location, there is a small
probability of a missed detection because there is ample time and
space in which to avoid the hazard successfully. The probability of
a false alarm, however, is relatively large because the alert is issued
before it is certain that an alert is absolutely necessary. The sys-
tem benefit for this threshold corresponds to the difference between
PN(I\x = thresh) and PA(I |* = thresh) at location 1.

As the threshold is adjusted toward location 2, P(FA) decreases
but P(MD) increases. Somewhere within this range is an optimal
threshold location that balances the relative costs of false alarms and
missed detections. If a SOC curve (Fig. 1) is used, it is possible to
visualize this tradeoff and to determine more easily an appropriate
location for the alerting threshold.

Calculation of the Probability of an Incident
Now that the basic technique that is used to develop SOC curves

has been described, it is necessary to develop a method by which
PN (/ | Jc) and PA (I \ jc) can be calculated for an arbitrary value of Jc.
First, the type of hazard in the situation must be considered. Some
types of hazard space (e.g., severe weather) may exist such that an
incident does not necessarily occur. Other types of hazard space
(e.g., terrain) are such that an incident occurs with a probability of
1 . To distinguish between the event of entering hazard space and the
event of having an incident, the term encounter is used to indicate a
situation in which the state vector is within the hazard space.

It is first necessary to calculate the probability that the vehicle will
encounter hazard space along a probabilistic trajectory Pr(E |Jc).
To find the probability of an incident, one must include an additional
term, P(7 | E), as a measure of the probability of an incident given
that exposure to a hazard has occurred. For cases in which P ( I \ E )
is a constant, the probability of an incident is given simply by

(6)

When we deal with hazards for which P(7 | E) is not a constant,
the time or distance that the trajectory remains in the hazard space
must be considered by the use of additional methods, as discussed
in Ref. 7.

Probability of Encounter and Exclusion Zones
As described earlier, a state estimate Jc is available, but because of

measurement errors the state may actually be located at a different
position jc. The probability that the state is truly at some value jc
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Estimated Position

Fig. 4 Exclusion zone Z(cr, r).

is given by the PDF, fx(x — Jt), and is typically based on sensor
error distributions. Note that this PDF need not be Gaussian—any
arbitrary distribution can be used. Assume initially that the vehicle's
future trajectory, denoted by the vector T, and the size and shape
of the hazard space (or hazard extent), denoted by the vector or,
are known perfectly a priori. The extent of the vehicle must also
be defined and may include an extra safety buffer zone if desired.
After these parameters have been defined, the probability that the
vehicle will encounter the hazard space along the known trajectory
t in a situation with the given hazard extent cr and the current state
estimate x is denoted as PT (E \ x, cr, T).

For the calculation of PT(£ \ x, or, T), an exclusion zone Z(a, T)
is defined as the space in which x must be to cause a conflict along r.
Thus, if x is within Z(o-, r), the extent of the vehicle will eventually
intrude into the hazard space and an encounter will occur (Fig. 4).

The probability that x actually lies within Z(a, r) is then given
by the integral of the state-estimate PDF over the space defined by
Z(<r, r):

-/«/zo
fx(x-x)dx (7)

Extensions to Uncertain Hazard Extent and Trajectory
Equation (7) can be modified to take into account any uncertain-

ties in the hazard extent or relative trajectory. Let us assume next
that cr is uncertain and may take on any value from a set of possible
hazard extents, S, as described by the PDF f0(cf). The probability
that an encounter will occur is then given by

PT(E\x,r)= I PT(E\x,a,T)fa(a)dcr (8)

The same method is also used to solve for PT (E \ x) when T is
uncertain. Assume that r can take on any value from a set of possible
trajectories T. A third PDF, fr (r), describes the probability that any
particular trajectory occurs and is typically based on reaction time,
operator actions, and uncertainties in the dynamics of the situation.
The probability that an encounter will occur is then given by

PT(E\x) = I P T ( E \ x , T ) f T ( T ) d T

-I!JT ./E
PT(E\x,cr,T)fa(cr)fT(T)dcrdT (9)

Equation (7) can now be substituted into Eq. (9) to obtain a final
expression for PT(E \x), given uncertain trajectories and hazard
extent:

PT(E\x) = I I I
JT JE JZ(a,r)

f x ( x - x ) f a ( c r ) f T ( r ) d x d c r d r (10)

Provided that the PDFs are known or can be estimated, this ex-
pression can be solved with numerical-integration or Monte Carlo
methods.8'9 By the use of Monte Carlo or numerical-integration
techniques, arbitrary PDFs can be handled as easily as Gaussian
distributions. Finally, P ( I \ E ) is used [Eq. (6)] to determine the
probability of an incident PT(I \x). For the calculation of P(FA)

and P(MD) for a given threshold location x = Jcthresh, the assumed
nominal and avoidance trajectories are used in place of T and fr (r)
inEq. (10).

Exposure to Hazards
The above discussions regarding P(FA), P(MD), and P(CD)

were concerned with the probability that, when an alert is issued,
the alert is a false alarm, is late (a missed detection), or is correct.
Often, however, it is of interest to estimate the the overall probability
that false alarms or missed detections will occur with an alerting sys-
tem over some set of operational situations. In general, determining
the overall false-alarm or missed-detection rate is a more difficult
problem to solve and typically relies on a Monte Carlo simulation.

When one is interested in missed-detection or false-alarm rates
over a range of hazard situations, it is necessary to consider the
likely exposure to each situation. Each situation may result in an
alert at a different threshold location, producing a different value of
P(FA) and P(CD). Consider a set S of hazard situations s. Each
situation describes a mutually exclusive set of initial conditions and
maneuvering behavior. The probability that a certain situation oc-
curs is given by the PDF fx(s). For each situation, the probability
that an alert will occur, P(x = Jcthrcsh \s), can be found through
Monte Carlo simulation. For each alert that occurs, the probability
of a missed detection PV(MD) can then be found with Eq. (3). The
subscript s is added here to indicate the specific situation to which
P(MD) applies. The overall missed-detection rate (MDR) can then
be found by the integration of PV(MD) and P(x — JCthresh I s) over
all possible situations:

MDR = / P, (MD) P (X = thresh I S) /v (s) ds
Js

(11)
MDR represents the overall safety level of the system—the rate

at which incidents will occur with the alerting system in operation.
Similarly, the expected false-alarm rate (FAR) is given by

FAR = / Pv(FA)P(i = jcthresh I s ) f s ( s ) ds (12)
./s

The correct detection rate (CDR) can also be defined:

CDR-1-MDR (13)

Given that the MDR and FAR are functions of the alerting threshold,
SOC curves may also be constructed to show the CDR vs the FAR
to aid in alerting-threshold placement.

The set of situations over which Eqs.(l 1) and (12) are integrated
depends on the application. For example, it may be of interest to
find the FAR for a collision-alerting system based on the expected
flight paths of aircraft arriving at a particular airport. Each potential
flight path is considered to represent a single situation and the FAR
would give a measure of the expected false-alarm rate per arrival.
Alternatively, the FAR could be determined as a measure of alerts
per year or other unit of time.

Example Application of the Methodology
An example application of the methodology is now provided

through an evaluation of a recent change in the alerting thresh-
old of the Traffic Alert and Collision Avoidance System (TCAS).
TCAS was implemented in the early 1990s on jet transport aircraft
and is currently mandated on all U.S. passenger aircraft with more
than 30 seats.10 The system monitors other aircraft and issues two
types of alerts to the flight crew when collisions are predicted: traf-
fic advisories are alerts that direct the crew's attention to a potential
threat when the likelihood of a collision is relatively low and reso-
lution advisories (RAs) are issued when immediate maneuvering is
required and provide graphic and verbal avoidance commands such
as climb or descend. To limit the scope of this paper, only RAs are
considered here.

Problem Statement
The example involves a specific geometry between two aircraft

that has been known to cause false alarms during actual operations. * l

The situation includes a TCAS aircraft that uses the alerting system
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Fig. 5 Example of selection of a climb or descend RA.

under study, and an intruder aircraft that is assumed to not react to
TCAS alerts. In this situation, the intruding aircraft is descending
at a high vertical rate toward the TCAS aircraft (Fig. 5).

When an RA is issued, the TCAS examines several potential
vertical avoidance maneuvers. In this situation, it assumes a 5-s
response delay to the alert followed by a 0.25-g pitching maneuver
to a vertical rate of 1500 ft/min. Both climbing and descending
maneuvers are examined in relation to a straight-line extrapolation of
the intruder's trajectory. The maneuvering advisory is chosen from
the avoidance maneuver that provides a certain vertical separation at
the point of closest approach, assuming that the intruder maintains a
constant altitude rate. In Fig. 5, because the climb projected-vertical-
miss distance is larger than the descend vertical-miss distance, a
climb RA is chosen. However, in the meantime the intruder may
level off above the TCAS aircraft, in which case an alert was not
truly needed and may in fact increase the probability of a collision
as the TCAS aircraft climbs.

Because of its tendency to produce false alarms when intrud-
ers level off above the TCAS aircraft, this situation has resulted in
the recommendation that aircraft slow their rates of descent when
approaching their final altitude.11 In addition, the TCAS alerting
thresholds have been modified several times during the past decade
to reduce false alarms in this type of encounter.12 The next exam-
ple investigates how these threshold modifications have affected
the performance of the alerting system. In particular, a comparison
is made between the original version of TCAS (called here Version
1.0)13 and the latest implementation of TCAS, called Version 6.04A,
which was mandated on U.S. aircraft in December 1994.1'12

In the example discussed here, the TCAS aircraft is flying level at
an altitude of 15,000 ft above mean sea level. The intruder aircraft
is flying directly toward the TCAS aircraft on a reciprocal course,
at a relative speed of 434 kn (733 ft/s), and with a descent rate of
2500 ft/min. These values were chosen as representative of aircraft
maneuvering during the transition between cruise and approach,
when false alarms with TCAS have been known to occur. The two
aircraft are modeled as cylinders with a 100 ft radius and a height
of 100 ft. If the cylinders intersect, a midair-collision incident has
occurred.

For this example, the intruder's trajectory is specified such that
the intruder is projected to pass 80 ft below the TCAS aircraft. This
vertical-miss distance is used so that nominally a collision will occur,
and, because the intruder is passing just below the TCAS aircraft,
TCAS will issue a climb RA command. Furthermore, it is assumed
that the intruder has been tracked by the TCAS aircraft long enough
that the estimate uncertainties have reached steady-state values.

To provide additional uncertainty in the behavior of the intruder,
it is assumed that the intruder will level off 1000 ft above the TCAS
aircraft, with a probability of 0.75, and that the intruder will continue
to descend through the TCAS aircraft's altitude, with a probability
of 0.25. A normally distributed window of potential altitudes at
which the level-off maneuver begins is also defined. This window
is centered on the nominal altitude at which a level-off maneuver
would begin if a 0.1-g pull-up were assumed, and it has a standard
deviation of 2-s flight time (approximately 80 ft at the descent rate
of 2500 ft/min).

Architecture of the TCAS
The TCAS alerting criteria are based on four state estimates

(r, r, h, and h) that are inferred from measurements of range and

altitude. Radar pulses are sent once per second from the TCAS air-
craft and are received by the transponder of the intruder aircraft.
The intruder's transponder then sends a reply pulse to the TCAS
aircraft, and the range is calculated with the round-trip time for the
pulse. For altitude measurements, the intruding aircraft must have
a transponder that sends its altitude encoded in the reply pulse.

Because the measurements of range contain noise, a linear esti-
mator is used to produce a filtered estimate of the range and the range
rate.13 Range measurements are typically obtained with a standard
deviation of approximately 30 ft and can be modeled by the use of a
normal distribution. The filter equations were solved with this mea-
surement error to determine the covariance matrix for the estimator,
assuming a target moving with a constant range rate of 434 kn. The
filter converges within approximately 17 s to a steady-state-error
standard deviation of approximately 18 ft in range and 6 ft/s in
range rate. Range and range-rate estimate errors are correlated with
a correlation coefficient of 0.69.

A more complex, nonlinear tracker is used to estimate the alti-
tude and the altitude rate. The minimum operational performance
specifications for the TCAS require altimetry accuracies with a stan-
dard deviation of at most a = 58 ft for this example situation.13 In
addition, altitude measurements obtained through the transponder
are discretized into 100-ft bins. The nonlinear tracker used by the
TCAS is designed to produce smooth estimates of altitude despite
the coarse, discrete resolution of the altitude data.

Monte Carlo simulations were performed to determine the ac-
curacy with which the TCAS nonlinear tracker estimates the alti-
tude in this situation. In the simulation, the intruder's altimeter was
assumed to produce a normally distributed error with a standard
deviation of 58 ft. This error was assumed to be composed of a
random-noise component of a = 6 ft and a random constant bias
with a = 57.7 ft. The flight of the intruder aircraft was simulated
at a constant descent rate of 2500 ft/min, and altitude reports from
the intruder were quantized into 100-ft increments and passed to
the altitude-tracker algorithm from Ref. 13. The standard deviation
of the estimates converge to steady-state values within approxi-
mately 20 s. The steady-state altitude-error standard deviation is
approximately 58.9 ft, and the altitude-rate-error standard deviation
is 0.56 ft/s. Altitude- and altitude-rate-estimate errors are correlated
with a correlation coefficient of 0.16.

The TCAS aircraft's altitude estimate also contains errors and
is assumed to be estimated to a tolerance of a — 58 ft. The total
relative altitude error is then given by

= V^T er = \/582 + 58.9' = 82.6 ft (14)

The estimation errors are summarized in Table 1.

Alerting Thresholds
The alerting thresholds are rather complex and are described in de-

tail in the TCAS operational specifications.13 However, for the sim-
ple traffic-encounter situation considered here, the alerting thresh-
olds can be reduced to a dependence on two parameters, given in
Table 2. The parameter TAU is a threshold on the estimated time to

Table 1 Steady-state estimate accuracies
_____for the TCAS example_____

Estimate
Parameter standard deviation

18ft
6 ft/s

82.6 ft
0.56 ft/s

Table 2 TCAS RA-threshold parameters3

Parameter Version 1.0 Version 6.04A

TAU
DMOD

30s
1.0 n mile

22s
0.8 n mile

aValues taken from Refs. 12 and 13.
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the closest point of approach, and DMOD is a safety-buffer distance
around the TCAS aircraft. A range threshold is triggered when the
intruder is projected to enter a sphere of radius DMOD around the
TCAS aircraft within TAU seconds. An altitude threshold is trig-
gered when the intruder has a projected time to co-altitude of less
than TAU seconds. When both the range and the altitude thresholds
are triggered, an RA is issued. As shown in Table 2, TCAS Version
6.04A uses a smaller buffer zone (DMOD) and delays alerting by
8 s beyond Version 1.0.

TCAS Performance Evaluation
The uncertainties listed in Table 1 can be used to develop a SOC

curve for this situation by the use of the probabilistic methodol-
ogy. Accordingly, two future trajectories for the TCAS aircraft are
considered. In the nominal-trajectory case N, the TCAS aircraft
is assumed to continue at its current altitude. In the avoidance-
trajectory case A, the TCAS aircraft is assumed to fly a standard
RA-avoidance maneuver: after a 5-s delay, the aircraft performs a
0.25-g pull-up maneuver until a 1500-ft/min climb rate has been
achieved.

Because a collision threat is a hazard for which P(I \ E) = 1,
Eq. (10) is used to find PN(I \x — £thresh) directly, as discussed in
the following. As shown in Fig. 6, the nominal-trajectory situation
can be modeled as one in which the TCAS aircraft moves relative to
a fixed intruder aircraft representing the hazard space. The direction
of the relative trajectory followed by the TCAS aircraft, T, is a
function of r and h. Given a particular trajectory, if the TCAS aircraft
is located at a distance h — h(r/r) above the estimated relative
altitude h, then a direct collision will occur. Because the two aircraft
are modeled as cylinders 100 ft high, the exclusion zone is then

TCAS Aircraft

Fig. 6 Exclusion zone for the TCAS nominal-trajectory example.

defined as the approximate region between h — h(r/r) — 100 and
h - h(r/r) + 100, as shown in Fig. 6.

Thus, the integral over T in Eq. (10) is a double integral over h
and r, and the integral over Z is a double integral over r and h:

PN (I I X = ATthresh)

/

oo /> oo /»oo f»h — (hr/r) -f- 100

/ / / fhi,(h,h)frf(r,r)dhdrdrdh
oo J-oo J-oo Jh - (hr/r) - 100

(15)
where fhh (h, h) and fri. (r, r) are jointly normal PDFs with the stan-
dard deviations listed in Table 1. A slightly more complicated but
similar method is used to calculate PA(! \x = £thresh) along the
avoidance trajectory.

Equation (15) was solved with numerical integration as a function
of the relative altitude h to produce curves of PN (I \ x = x^rQsh) and
PA(I |x = JCthresh), as shown in Fig. 7. Overlaid on these curves are
the locations of the alerting thresholds for TCAS Versions 1.0 and
6.04A. Equation (15) was also solved by means of a Monte Carlo
integration to estimate the accuracy of the results. The values of
P(I | x = *thresh) shown in Fig. 7 are accurate to ±0.01 or better.

The curve representing PN (I \ x = £thresh) shows the probability
that an incident will occur if the TCAS aircraft does not maneuver
as a function of the relative altitude between the two aircraft at the
time at which an alert is issued. At large relative altitudes (location
1 in the Fig. 7), PN(! I x — -^thresh) is approximately 0.14: this is the
probability that an alert will eventually be needed when the two air-
craft are still far from one another. As the relative altitude decreases
and the two aircraft come closer together, the probability that the
intruder will not level off increases, resulting in a corresponding
increase in PN(I \ x = JCthresh)- At low relative altitudes (location 2),
PN(I | x — JCthresh) is approximately 0.57. Note that, even at a mea-
sured relative altitude of 0 ft, the probability that an incident will
occur is less than 1 because of the relatively large uncertainties in
the state estimates.

The curve representing P^(I \x = JCthresh) shows two regions of
local maximum. Between relative altitudes of approximately 2500 ft
and 1300 ft (location 1), an avoidance maneuver risks a collision
with an intruder that has leveled off. Below a relative altitude of
700 ft (location 2), PA(I \x = Jtthresh) rises because there is not
enough time available to avoid a threat that has not leveled off. At
relative altitudes above 2500 ft, an RA will allow the TCAS aircraft
sufficient time to climb well above the intruder's trajectory, whether
the intruder levels off or not.

Figure 8 shows the SOC curve for the data from Fig. 7. The
unconventional shape of the SOC curve is a result of the fact that
both high and low thresholds (locations 1 and 2 in Fig. 7) result in
low values of P(CD) in this situation. Because the probability of a

Alert Threshold Location
1 Version 1.0 Version 6.04A 2
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Table 3 Comparison of P(MD) and P(FA)

TCAS
version

1.0
6.04A

P(MD)

2 x 1(T4

1 x 10-11

P(FA)

0.63
0.44

Alerting Threshold Location
Version 6.04A Version 1.0

1

0.8

0.6

0.4-

0.2-

0.2 0.4 0.6
P(FA)

0.8

Fig. 8 SOC curves for TCAS Versions 1.0 and 6.04A.

false alarm does not drop below approximately 0.43, the SOC curve
does not reach the y axis in the plot.

As shown in Fig. 8, the change in thresholds from TCAS Version
1.0 to Version 6.04A results in a reduction in the probability of a false
alarm (the data are summarized in Table 3). Furthermore, P(MD)
is also lower in Version 6.04A than Version 1.0: the probability that
the TCAS aircraft will climb into a leveled-off intruder is lower
because the alert is delayed under Version 6.04A. As can also be
seen, Version 6.04A appears to have moved the threshold as far as
possible before P(CD) drops sharply. Thus, delaying the alert much
beyond Version 6.04A would not provide enough time to avoid a
descending intruder. Use of a Monte Carlo evaluation and a change
of the integration step size show that the probability values in Table
3 are estimated to be accurate to better than approximately 0.01 for
P(FA) and are accurate to within a factor of 10 for P(MD).

In other situations, there may be more or less benefit derived from
the TCAS threshold change than is evident from this example. A
complete evaluation of the differences between Versions 1.0 and
6.04A would require an examination of all likely encounter situa-
tions and aircraft geometries. With the use of Eqs. (11-13), a com-
prehensive SOC curve could be developed to examine the overall
performance of the TCAS.

Conclusions
Alerting-sy stems design must balance a tradeoff between alerting

early to increase safety and delaying an alert to reduce unwanted
false alarms. In complex alerting systems, these tradeoffs are of-
ten unclear under current methods. Therefore, a methodology to
model and to evaluate alerting systems in a variety of applications
is needed to provide insight into the issues that affect alerting-system
performance.

This paper describes a generalized methodology that provides
a means by which the performance of alerting systems can be
defined and evaluated when the alerting decision is recast as a signal-
detection problem. This approach accounts for uncertainties in mea-
surements, the vehicle trajectory, and the size, shape, and severity
of the hazard. These uncertainties are represented by appropriate
probability density functions, which need not be Gaussian. Curves
of the SOCs are used to illustrate the tradeoff between false alarms
and missed detections. With the use of a SOC curve, an appropriate
alerting-threshold location can be determined if the costs associ-
ated with false alarms and missed detections are weighed. Para-
metric studies can also be used to examine the impact of changes

in sensors, dynamics, and the human response on the SOC curve
and on alerting-system performance. The methodology has a wide
applicability, including applications in transportation systems and
process control.

To demonstrate the utility of the methodology, it is applied to the
TCAS—an alerting system used on civil aircraft for the prevention
of midair collisions. The basic properties of the TCAS are illustrated
for an example situation that is known to produce false alarms in
actual operations. With a probabilistic model of the state-estimate
uncertainties, the methodology is used to determine the probability
that a TCAS alert is a false alarm or a correct detection. Two versions
of the TCAS are examined: the original Version 1.0, and the updated
Version 6.04A.

As an example, the methodology is used to generate a SOC curve.
By a comparison of the alerting thresholds along the SOC curve, it is
shown that Version 6.04A can reduce the probability of a false alarm
(as compared with Version 1.0) to the approximate minimum value
that is possible before the probability of a missed detection increases
rapidly. In addition, the probability of a missed detection is shown
to decrease with TCAS Version 6.04A. Thus, the methodology pro-
vides an alternate, consistent analysis of the TCAS that predicts that
the threshold changes in TCAS Version 6.04A will have the intended
effect of a reduction in false alarms in the situation studied.
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